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IEC 61850
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What is 61850 ?

defines communication protocols to provide 

communication between different equipment located in 

a substation

standard series and associated extensions is a leading standard 

technology.  Governing the interoperability in the Power Utility 

automation

IEC 61850 is an international standard defining communication protocols for 

intelligent electronic devices at electrical substations. It is a part of the 

International Electrotechnical Commission's Technical Committee 57 reference 

architecture for electric power systems. Wikipedia

https://en.wikipedia.org/wiki/IEC_61850


The concept of virtualization
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Engineering concept based on SCL
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What is XML?
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<?xml version="1.0"  encoding="UTF-8" ?>

<company_card>

<name>

<short_name>OMICRON</short_name>

<full_name>OMICRON electronics GmbH</full_name>

</name>

<country>Austria</country>

<phone> TYPE="Office">+43 59495</phone>

<phone> TYPE="Fax">+43 59495 9999</phone>

</company_card>

root 

element

attribute 

name
attribute 

value

element 
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IEDScout
Versatile Software Tool for Working with IEC 61850 Devices
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Examine IEC 61850 devices

IEDScout is...

 a universal client to IEC 61850 servers,

 an analyzing tool for client/server traffic and GOOSE 
messages, and 

 a simulation tool for the communication features of IEC 
61850 servers.

The software is used in substations and laboratories for:

 Testing

 Troubleshooting

 Commissioning

 IED development



Details view

Unveil the inside of IEC 61850 devices

Activity MonitorNavigation

Drag and drop data 

objects, reports, and 

GOOSEs to the 

Activity Monitor to 

constantly supervise 

them during work



Simulate IEDs

 Simulate entire IEC 6150 Ed.2 and Ed.1 IEDs

 You can easily modify the configuration of the 
simulated GOOSE and reports. Changing data 
values in the simulated IED automatically triggers 
GOOSE and reports. 

 You only need an SCL file to simulate most of the 
IEC 61850 communication aspects of an IED.

 Support of test modes as well as simulation 
indication for GOOSE



Activity Monitor combination

Observed IED Simulated IED



StationScout
Simplified testing for Substation Automation Systems…
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StationScout

➢Software or hardware?

Yes, StationScout is a combination of

● Software(StationScout)

● Hardware(PC)

● Test set (MBX1 / RBX1)

or

● Virtual machine (VBX1)

➢Does it support different 
operating systems?

● It’s supported on different types latest 

Windows OS.

● StationScout can be deployed on 
Windows and third-party virtual 
machine host platforms.   

 Software  Hardware

MBX1

RBX1VBX1

StationScout



„Live Overview“

 Live status display

 “Zero-Line” view 

 Communication view

 Watch selected signals

Simulation

 Simulate missing equipment

 Simulate (protection) events

 Stimulate signals for testing

Test cases (Commissioning features) 

 Repeatable tests

 Flexible for changes in SCD

 Printable test reports

Main features

P



Live overview – “ZeroLine”

 OMICRON introduces the “ZeroLine View”, because single line information is often not available in 
IEC 61850 engineering files (SCD) 

 IEDs are grouped into bays and primary assets like switchgear



StationGuard

 Functional Security Monitoring for the Power Grid



CyberSecurity
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What does CyberSecurity mean ?

Who is responsible for security in your organization ?

What is possible vectors ?

What can you do to prevent attacks ?



The StationGuard Solution



How StationGuard is securing the critical infrastructure

Visibility

 Makes communication and cyber risks visible

Asset inventory

 Works with the most precise and detailed list of 
assets

Vulnerability management

 Provides over- and insight into your device 
vulnerabilities

Intrusion detection

 Built-in ICS knowledge enables fewer false 
alarms, easier analysis, and faster response

Functional monitoring

 Detect malfunctions and configuration errors



OMICRON’s IEC 61850 testing solutions
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Preventing Cyber attacks on your network

 Don’t use your configuration pc – for personal 
use on the internet.

 Don’t click on any link’s

 Verify suspicious emails – check the sender 
email address.

 Call the sender to verify if something looks off

 Keep all software up to date

 Regularly change passwords

 Wifi devices on the network



Questions ?
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